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Tpe6OBaHMH K BOOAOHENMPOHNUAEMOCTU

Heobxoanmo obecneuynTb BOAOHENPOHWULAEMOCTb Kabenei B COOTBETCTBUMMU CO
cneayoLWMMN UHCTPYKUMAMKU. OTBETCTBEHHOCTb 33 NOBPEXAEHME YCTPOIMCTBA U3-3a
nonagaHus BoAbl MO MNPUYMHE HeHag/exawux mep no obecneyeHuto
BOAOHENPOHULAEMOCTU NOSHOCTLIO JIOXKUTCA Ha NONb30BaTeNA.

W MPUMEYAHUE!
1

® [lepep Havanom paboTbl NOAKAOUUTE BCe HeOBXoaMMble Kabenu u obpexbTe
MefiHble NPOBOAA ANA HEUCNO/b3yEMbIX Kabenen.

® lcnonb3yiiTe BOAOCTOMKYIO KNeWKylo NeHTy (nocTaBasercs C HEKOTOPbIMU
NpoAyKTaMm) 4nA 3aWwmTbl Kabenei.

® licnonb3yiiTe NPUHAANEKHOCTU ANA  TMAPOU3ONALMM, 4TOBbI 3aWMUTUTL
ceTeBOW Kabenb. BbINOAHUTE OTAENbHYIO TMAPOM30NALMIO Kabena nutaHus,
€C/IM OH He UCMOoNb3yeTca. BbINOMHATL ruapousonaumio BuAeokabens
He Tpebyertca.

1. WcnonbayiiTe WM3ONALUMOHHYIO NEHTYy (He BXOAMT B KOMMAEKT MOCTaBKMU) ANA
COeAMHUTENbHOM YacTu KaxAaoro Kabens.

CoeauHuUTeNbHAA
uactb

2. BbinonHuTe ruapousonaumio Kabenei C MOMOLLbIO BOLOCTOMKOM KnenKow
NEHTbI.

(1) MonHOCTbIO pacTAHUTE BOAOHENPOHULLAEMYIO 1eHTY Ha 060MX KOHLAX.

(2) NnoTHo o6moTaliTe COeAMHUTENBHYIO YaCTb M KOHLIbI Kabenei BoJOCTOVKOM
neHToN. Bo Bpema 3TOro npouecca feHTa A0MKHA 6biTb NONHOCTbIO
pacTaHyTa.

(3) 3aTaAHUTE NeHTy Ha 060MX KOHLAX ANsA NPEAOTBPALLEHMA YTEUKM BOAbI.



3aTAHYTb 3aTaHyTb 3aTAHyTb
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=>BogocTolikan eHTa

3amoTaiiTe Heucnonb3yembie kabenu BMeCTe B OAWH NYHOK

3. MocnepoBaTenbHO  ycTaHoOBUTE nocraBaAaemble npuHagnNexXHoctm  ana
rMAPOU30NALMM HA CETeBOM Kabenb.

NPEAYNPEXAEHUE!

CHayana HeobXoAMMO YCTaHOBUTb PE3MHOBOE KOMbLO Ha UHTepdeic
ceTeBoro kabens.

4. Ecnm y Kamepbl umeeTcA Kabenb MOCTOAHHOTO TOKa, KOTOpbIM He 6yaer
MCNO/Ib30BaTbCA, BCTaBbTE B UHTEPENC 3arNyLLKY.

WHTepdeiic NOCTOAHHOTO TOKa

R

3arnywka

5. Heo6sasaTtenbHblit war. Mocne obecneyeHns ruapoun3oNaLUM NOMecTuTe Kabenu
B BOAOHENPOHULIAEMYIO pacnpefenvTesnbHyto  Kopobky (npuobpeTaeTca
OTAEeNbHO).

NPEAYNPEXAEHUE!

® KabenbHblii pasbem He A0/IKEH OCTaBaTbCA HE3aWMLEHHbIM. He gonycKaiiTe
BO3/,eiCTBMA BOAbI.

® CobepwTe 1 3aKpenuTe YCTPOWCTBO NOC/IE JEeMOHTAXa.
® [lomecTuTe aaanTep NUTaHUA B PacnpeAe/IUTENbHYIO KOPOBKY.




1 VYnakoBouYHbIV An

B cnyyae NOBPEXAEHMA YNaKOBKM U OBHApYXeHWAa Hejoctaun obpatutech K
MecTHOMY  Aunepy. KOMMAEKT NPUHALANEKHOCTEH MOMET OTAM4aTbCA B
3aBUCMMOCTM OT MOAENM Kamepbl; ANA MNONYYEHWA AeTaNbHOM WMHbOopMaLmu

cM. usgenmue.
Ne Uma Kon-Bo Ea. usm.
1 Kamepa 1 L.
2 PykosopacTBO 1 L.
nonbsosartens
3 Komnnekr 1 Komnnekr
npuHag/iexxHocTen

NHCTPYKLMKM NO TexHUKe Be3onacHOCTH

MOHTaX W [EMOHTX YCTPOICTBA M €0 KOMMAEKTYIOLMX AO/IKHbBI BbIMOAHATLCA
KBaAMGUUMPOBaAHHBIM NepcoHanom. [lepes yCTaHOBKOW M 3Kcnayataumen
YCTpPOicTBa HEo6X0AWMO O03HAKOMUTBCA CO BCEMM MPUBEAEHHBIMU  HUXKE
MHCTPYKLMAMM NO TEXHKKe 6e30nacHoCTy.



2.1 Mepbl npepocTOpOKHOCTM

Mcnonbayiite 610K NUTAHUA MM UCTOYHUK MUTaHWA POE, cooTBETCTBYIOLWLMIA
Tpe6oBaHMAM. B NPOTUBHOM Cly4ae YCTPOMCTBO MOMKET BbiTb NOBPEXKAEHO.

ByAbTe OCTOPOXHbI, YTOBbI HE 3anaykaTb M He nouapanaTb KPbIWKy Kynona,
NOTOMY YTO 3TO MOMET CHU3UTb KauyecTBO W306paxeHwa. He cHumaiite
3aLUMTHYHO NJIEHKY C KPbIWKK Kynoaa A0 3aBepLIEHNA YCTAHOBKU.

Y6eautecb, 4To Kabenb mexay 6/10KOM MUTAHUA U KamMepon He CAWLLKOM
A/MHHBIA.  Ype3mepHO AAWHHbIA Kabenb MOXeT NpuMBECTU K MNajeHuto
HanpAXXeHUs Kamepbl U K c6oam B ee paboTe. Ecam TpebyeTca yanuHWUTL Kabenb
NUTaHWA, YAAUHWTE Kabenb mexay 610KoOM NUTaHUA U CETbio.

He crubaiite kabenn Bo BpPemsa YCTAaHOBKM, T. K. NNOXON Kabe/bHbI KOHTAKT
MOXET NPUBECTU K HEMCMPABHOCTK.

MpV nNoAKNOYEHUM K BHewHemy WHTepdeiicy MCnonb3yiiTe UMetoLLyocs
Knemmy u ybeauTecb, YTO KabenbHbl HAaKOHEYHMK (3alénKa MAM 3aXnm)
“cnpaseH U NNOTHO 3akpenneH. Cnegute, 4To6bl BO BpeMsA YCTaHOBKM Kabesb He
HaTAMMBANCA U MMEN COOTBETCTBYIOLMIA 3aNac A/IMHbI BO M3BeaHWe naoxoro
KOHTaKTa nopTa unu ocnabneHus KoHTaKTa BCAeACTBUE YAapa Uau BUBpaLmK.

Bo Bpema TPaHCNOPTMPOBKU HEObXOAMMO yAenaTb ocoboe BHMMaHUe 3almuTte
NPO3PaYHON KPbILWKKU Kynoia OT TPEHWUA, LLapanuH, NATEH U T. 4. He cHUMalTe
3alMTHYIO NAEHKY C KPbIWKW Kynona A0 3aBepLUeHWA MOHTaxKa. CHumuTte
3aLUMTHYIO NAEHKY Nepes BKAIOYEHUEM YCTPOWCTBA.

Y6eauTecb, 4YTO MOTO/NOK [OCTaTOMHO HAAEXHbIM, 4TO6bl BblAep:KaTb Bec
Kamepbl. ECv BO Bpems YCTaHOBKM BO3MOMKHO MonafaHue Mbiau, CHAMWUTE
KPbILWKY Kynona u ybepute ee B YMCTOE MECTO. YCTAHOBMTE KPbILWKY Kynosia
nocne ycTaHOBKM OCHOBaHMA.

CBAXMTECH CO  CMeuuanucTamuv  AnA  MoayvyeHusa  MHGopmauun o
TexobcnyKmBaHun. He nbiTaiiTech pasobpaTb YCTPOMCTBO CaMOCTOATENbHO.
KomnaHua He HeceT OTBETCTBEHHOCTW 33 HEWUCNPABHOCTH, BO3HUKWKE B
pesynbTaTe  HECAHKLUMOHWPOBAHHOMO  PEMOHTA UAN  TEXHUYECKOoro
0b6cnyKunBaHMUA.



2.2 TexHuuecKoe obcnykusaHue

® [lpy HanNMuUW NbIAM HAa nepeaHei CTEeKNAHHOW MNOBEPXHOCTU OCTOPOXKHO
yAanuTe ee, UCnosb3ya 06e3XKMPEHHYIO KUCTb MW PE3MHOBbIN acnupaTop.

®  [Ipy HAMYUM XKUPHBIX NATEH UMW NI Ha NepeHei CTEKNAHHOW NOBEPXHOCTU
OCTOPOXHO OYUCTUTE MOBEPXHOCTb CTEeKNa OT LeHTpa K Kpasm, MCMosb3ya
aHTUCTaTUYECKME NepyaTKn UAKN 06e3KUPEHHYI0 TKaHb. ECu XUpHOe NATHO nan
Nbiib YAANAUTb He y[aeTca, WUCMONb3yidTe aHTUCTaTMYeCKMe nepyaTKu uau
06e3)KMPEHHYI0 TKaHb, CMOYEHHble MOIOWMM CPeACTBOM, U OCTOPOXKHO
OYMCTUTE NOBEPXHOCTb CTEKNA 10 UX MNOAHOTO yAaNeHuA.

® [Ipy OYMCTKE MNOBEPXHOCTU MNPO3PAYHON KPbILWKM Kynona He MCNonb3yiite
OpraHu4ecKkue pacTBOPUTENN, TaKWe Kak 6eH301 1 cnupT.

3 WHWI BUA,

3.1 Pasmepb!

Ha pucyHKe HWKe noKasaHbl pa3mepbl YCTPOWCTBA. BHewHuWit BuA MoxeT
OT/INYATLCA B 3aBUCMMOCTU OT MOAe/IN Kamepbl.
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3.2 MNopknioueHune Kabenei

BHEWHWA BMA U OTBETBUTENbHbLIN Kabenb MOryT OTAMYaTbCA B 3aBUCMMOCTU OT
mMmoaenn Kamepbl.
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4 MoHTax Kamepbl

4.1 Bcraska KapTbl Micro SD (gononHutenbHo)

[Ons ncnonb3oBaHus GyHKLMM NoKanbHoro 3Y BcTasbTe KapTy SD. YTo6bl y3HaTh
XapaKTEPUCTUKM pekomeHayembix KapT SD, obpaTutech K aunepy uiam B ciyx6y
TEXHUYECKON noafepkn. He pekomeHAyeTca MOAKAKOYATL KapTy — cpasy
nocne BCTaBKM.

Cnot ana kapTel Micro SD




4.2 KpenneHue Ha noTosiKke
Kamepa MOXEeT KPpenuTbCA KaK Ha CTeHe, TaK U Ha NOTOo/IKe. MOHTa)KHble KpenneHua
npuobpertatloTca oTAENbHO. HWXKe MOKasaH MpuUmep KpenaeHus Ha MoTo/Ke.
nOpﬂ,ﬂ,OK KpenneHna Ha CTeHe MOXOX Ha MopAAOK KpenaeHue Ha NoTonke U
no3TOMy 34€eCb HE pacCMaTpuUBaeTCA.

1. OTmeTbTe NONOKeHUA OTBepCTUiA. [pUKNeiTe Ha NOTONOK NO3ULMOHUPYIOLLYIO

HaK/IeliKy 1 nponycTute Kabenun yepes oTBEPCTME B NOTOJIKE.

B3pblBo6e3onacHas moaens MnacTukoBas mogens

2. MNpoceepnute oTBepcTUA B cTeHe. McnonbayiiTe cBepsio AMamMeTpom 6-6,5 mm,
4yTo6bl MpPOCBEPNUTL OTBEpcTUA rAybuHoit 30 MM B COOTBETCTBUM C

NONOXEeHUAMU, OTMEYEHHbIMU Ha HaKNeuKe.

3. YcTaHoBMTE nnacTMKoBble Atobenn nog camopessl. 3abeitTe nnacTMkoBble
atobenu B HanpasasALlMe oTBEPCTUA M ybeanTecb B TOM, YTO OHWU HAZEXHO

3aKpenJieHbl.



Vi
v

~ ]

[

4. YctaHoBuTe Kamepy. [loakniouuTe BCe BbIXOAALWME W3 MOTONKA Kabenu

K Kamepe, BCTaBbTe Camope3bl B HanpasBaAwuwMe OTBEepCTUA B OCHOBAHUU

Kamepbl U MPUKPYTUTE Kamepy K NOTO/IKY OTBEPTKO.

5. OTperynvpyiite HanpaeneHue HabnoaeHus o6bekTMBa (OTperyampoBas
06bEKTUB N0 BEPTUKANM, 3aTAHUTE BUHTbI). OB BEKTUB MOXKHO NOBOPAYMBATH MO
ropu3oHTaNMn, BpaLLas ero OCHOBaHMWe, Kak NnokasaHo uudpoit @ Ha pucyHke
HuKe. OCNabuB 3aXKMMHbIe BUHTbI, OGBEKTUB MOXKHO BpaLLaTb NO BEPTUKaIN,

KaK NoKasaHo Luudpoii @ Ha pUCYHKe HUXKe.



© OcHosaHue
obbvektMea  °,

6. YcTaHoBWTE NOAKNAAKY M 3aduKcupyiTe eé B cKobe Ha OCHOBaHWMU. Huke
npusBefeHbl UHCTPYKLMM MO MOHTaXy Kamep ¢ 2 u 3 ocAamu. Kpennenusa

pasnunyatotca. Cm. paKkTUHecKoe uUsgenune ANA BbIABNEHWUSA Pa3ANUUA.

2 ocu:

Ckoba Ha ocHoBaHWM

3 ocum:

[inA kamep ¢ 3 0CAMM MOCNe YCTaHOBKM 06BEKTUBA MO FOPU3OHTANN U BEPTUKANU
(cm. war 5) MOXXHO TaKKe NOBEPHYTb €ro Mo YaCoBOW CTPENKe WU NPOTUB YAaCOBOM
cTpenku, 4tobbl obecneunTb Kenaemoe HanpasneHue ob3opa. Bo usbexaHwue
noBpexAeHW He NoBopauMBaiTe Kamepy, Koraa 06beKTMB 3a610KMPOBaH.



Ckoba Ha oCHOBaHUK!

7. YCTaHOBUTE MPO3PaYHbINA KOPMYC Kynona.

(1) CoBmecTuTE OTBEPCTWA MOA BMHTHI B OCHOBAHMMW W 3aTsHWTE B3 BMHTA C
KpPecToobpasHbIM WAMLEM U MOTANHOM rOJI0BKOW MO KPal Mpo3payHoro
Kopnyca Kynona Ans  ¢uUKcaumMu, Kak nokasaHo uudpon @ Ha
PUCYHKE HUKe.

(2) CoBmectuTe nasbl (He 417 OTBETBUTENILHOTO Kabens) NPo3payHoro Kopnyca

Kynonaa co cKob6ammn OCHOBaHMA U NpUXMUTE Kamepy Ana GuKcaumm, Kak

NOKa3aHo LMol @ Ha PUCYHKE HUKe.

Croba ocHoBaHMA
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— NMPUMEYAHUE!
=

® T[lpeAblAyWw M NPOLECC YCTAaHOBKM OMMUCHIBAET CKPbITbI MOHTaX, npu
BbINO/IHEHWUM KOTOPOrO OTBEPCTUA CBEP/IATCA B MOTOJIKE, @ OTBETBUTE/bHbIM
Kabesb 3aBOAMTCA B BEPXHIO 4acTb Kamepbl. Kabenu nogkntodatotes u
CTATMBAIOTCA CO CTOPOHbI MOTO/IKA, YTO6bI pasbpocaHHble Kabenn He melann
yCTaHOBKE Kamepbl. [pu HapyXHOW YCTaHOBKE OTBETBUTE/IbHbIN Kabesb
3aBoAnTCA CBOKY Kamepbl U BbIBOAMTCA Yepe3 6OKOBOM Nas Kamepbl.

® [locne YCTAHOBKM KOPMyca Kynona MpoBepbTe 3aTAXKY [ABYX BUHTOB C
KpecToobpasHbiM WAWLEM WM MOTAHOM FONOBKOW MO Kpak NpO3payHoro
Kopnyca Kynona, W ybeauTech, YTO Kamepa YCTaHOB/JEHa MIOTHO.
JlononHuTeNbHbIE CBEAEHUA CMOTPUTE B MYHKTE «YCTAHOBUTE MPO3PayHbIv
Kopnyc Kynona».

[lnA BBOAA YCTPOMCTBA B SKCM/yaTaLMIO NOC/E €ro YCTaHOBKM MOAK/ONUTE OANH
KoHeL, 6710Ka NUTaHWA (NpuobpeTaeTca OTAEbHO) K UCTOUHUKY MUTaHUA, @ 3aTem
APYroii KoHel, — K uHTepdelicy NUTaHuA yCTPOCTBa.

6 Joctyn K Kamepe

1. OTkpoiitTe Beb-6paysep, BBeauTe B afpecHoi cTpoke IP-aapec ycTpoiictsa, a

3aTtem HaxkmuTe Enter. IP-agpec no ymonuanumio: 192.168.1.13.
2. B paunanoroBom oKHe BxoAa BBEAUTE UMA NONb30BaATENA M NAPO/Ib MO YMONYAHUIO

(admin/123456), a 3aTem HaxxmuTe Login.



— NPUMEYAHME!
=

® [poTtokon DHCP BKAOYEH NO ymonyaHuto. Ecnu B Balleit ceTu ncnonbasyerca
cepsep DHCP, kamepe MoKeT 6bITb HaszHaueH IP-aapec, KoTopbli HeobxoanMo
6yaeT Ucnonb3oBaTh ANA BXOAA B CUCTEMY.

® [lpu nepBoM BXOAe B CUCTEMY MONET NoTpeboBaTbCA YCTAHOBWUTL MAArMH.
Cnepyiite yKasaHWAM Ha 3KpaHe ANA 3aBepLIEHUA YCTAaHOBKK, a 3aTeM CHoBa
OTKpoiTe 6pay3ep, 4Tobbl BOMTU B CUCTEMY.

® [lapo/ib N0 YMONYAHWIO NpeAHa3HAYeH TONbKO A1 NEPBOTO BXOAA B CUCTEMY.
[na obecneyeHns 6€30MacHOCTU U3MEHUTE Mapo/b MOCAe NEPBOro BXOAA B
cucTemMy. HacToATeNbHO peKoMeHAyeTCA MpuAymaTb HAZEXHbId naponb,
copepKalimii He meHee 9 CMMBO/IOB BCEX TpeX KaTeropuii: uudpbl, 6yksbl 1
cneumanbHble 3HaKW.

® Ecnv naposib 6bi1 USMEHEH, UCMONb3YIiTE 419 BXOAA HOBbIM Mapob.
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OTKa3 OT OTBETCTBEHHOCTU U NpPeaynpeXKAeHUn O

mepax 6esonacHocTn

3anBneHue 06 aBTOPCKUX NpaBax

© 2023, aBTOpCKME NpaBa NpuHaanexaT komnaHuu Zhejiang Uniview Technologies Co., Ltd. Bce
npasa 3alMLLeHbI.

HuKakas YacTb HaCTOALLEro PYKOBOACTBA HE MOXeT GbiTb CKOMMPOBaHa, BOCMpPOW3BeneHa,
nepesejeHa Uu nepegaxa B Ato6oit popme uam NobbIMK cpescTBammu 6es npesBapUTENbHOMO
nucbMeHHoro cornacus kKomnanuu Zhejiang Uniview Technologies Co., Ltd (aanee ynomuHaetcs
Kak «Uniview» uan «mbi»).
YCTPOIACTBO, OMUCaHHOE B HACTOALLEM PYKOBOACTBE, MOMET COAep:aTb COoBCTBEHHOE
nporpammHoe obecneueHue, npuUHagNexallee KOMNAHUW W ee JuueH3Mapam. bes
paspelleHna Halleil KOMNaHWUK 1 ee INLEH3MaPOB 3anpPeLLAeTCA KONMMPOBaTb, PACNPOCTPaHATD,
MoAMdULMPOBaATL,  MPUCBaMBaTh, AEKOMMWAMPOBATb, paclundpoBbiBaTb, MNOABEPraTb
06paTHOMY MHXWUHUPWHTY, NPeAoCTaB/iATb B apeHAy, nepejasBaTb WM Cy6/MUEH3MPOBaTb
BbILWEYNOMAHYTOe NporpammHoe obecneyeHue B ito6oit popme 1 Atobbim cnocobom.

MoaTBepKAeHME TOProBbIX MapoK

A~ . AN
U nV U n I O rC h ABNAKOTCA TOBAPHbLIMWU 3HAKaMM UNN 3apPerncTpUpOBaHHbI

MM TOBaPHBIMM 3HaKaMM Hallleil KOMNaHUK.

Bce Apyrve TOprosble MapKW, Ha3BaHUA KOMMNAHWM WM HAaWMEHOBAHWA MPOAYKTOB,
YNOMAHYTbIE B HACTOALLEM PYKOBO/CTBE, ABNAIOTCA COBCTBEHHOCTbIO COOTBETCTBYHOLLMX
BNAAENbLEB.

3anBneHune o cobnoaeHne IKCNOPTHOrO 3aKOHOAATENbCTBA

Hawa KomnaHua cobatogaeT NPUMEHUMbIE 3aKOHbI U NPaBKia SKCMOPTHOTO KOHTPOAS,
AeiicTByloLLME BO BCEM MUPE, B TOM Yncne B Kutaiickoit HapoaHow Pecny6auke u CLUA.
Mbi TaksKe cobtofaem COOTBETCTBYHOLLME NPABMUAA, KACAKOLLMECA SKCMIOPTa, PesKenopTa
1 nepeaaun 06opyaoBaHUA, NPOrPaMMHOrO obecreyeHnsa 1 TeXHONoruiA. Mbl npocum
Bac CTPOro cob04aTb MeXAyHapOAHbIE SKCMOPTHbIE 3aKOHbI M NPAaBMAA, NPUMEHUMbIE
K YCTPOMCTBY, ONMCaHHOMY B HacTOALLEM PYKOBOACTBE.

YBeaomneHne o KOHGUAEHUMANLHOCTN

Hawa KomnaHuAa cobniofaeT COOTBETCTBYIOLME 3aKOHbI O KOHPUAEHLMANBHOCTU M
CTPeMWTCA  3aliMIaTb  NEepcoHasbHble JaHHble Mosb3oBaTeneid. Bbl  MoxeTe
03HAaKOMMUTbLCA C MOJHBIM TEKCTOM Halen NOAUTUKM KOHd)VI,CI,eHLI,VIaﬂbHOCTVI Ha caiTe
KOMMNaHWW U y3HaTb, KaK Mbl 06pabaTbiBaem Bally IM4HYI0 MHbOPMALMIO. TOMHUTE, 4TO
MCMONb30BaHUE YCTPOWCTBA, ONMUCAHHOTO B J@aHHOM PYKOBOACTBE, NpeanosaraeT cbop
NMYHOW MHOPMALIMKM, TaKOW Kak M306paXKeHUsa AL, OTNeYaTKu nanbLes, HOMEpPHble
3HaKW, aApeca 3/1eKTPOHHOM NOYTbI, HOMepa TesepOHOB 1 AaHHble reosokauuu (GPS).
Mpwv Mcnonb3oBaHMM yCTPoiicTBa cobtofaliTe MeCTHbIE 3aKOHbI U Npasuaa.

06 3Tom pyKoBoAcTBe
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HacTosuiee pyKoBOACTBO NpefHa3HauYeHo ANA HECKOIbKMX MoZeneil yCTPONCTB, NosTomy
doTorpadpumn, unnlOCTpaLmMM, ONUCaHUA U T. A. MOTYT OTIMYATLCA OT (aKTUYECKOro
BHELUHEro BUAa Uaun GYHKLMIA KOHKPETHOTO U3AeNus.
HacTosiulee pyKOBOACTBO MNpefHasHayeHO A8 HECKONbKWX BEpPCUii NPOrpammHOro
obecneyeHna, NOITOMY MWANIOCTPALMM M OMUCAHUA MOTYT OTAMYATLCA OT PeasibHoro
rpaduyeckoro uHTepdeiica n GyHKLMIN NporpammHoro obecneyeHus.
® HecmoOTpA Ha BCe HalM YCWAMA, B STOM PYKOBOACTBE MOTYT ObiTb TeXHUYeckue uaun
TUnorpadckme ownbKM. Halla KomnaHMA He HeceT OTBETCTBEHHOCTY 3a Ntobble oWnbKK U
ocTas/ifieT 3a co60lt NpaBo U3MeHATb PYKOBOACTBO 6e3 NpeABapuTe/IbHOTO YBeJOMIEHUA.
Monb3oBaTesM HecyT MOJIHYIO OTBETCTBEHHOCTb 3a yuwlepb M y6bITKM, BO3HMKLWIME B
pesynbTaTe HapyLeHUI NPaBKA SKCTTyaTaLuu.
Mbl ocTaBnsem 3a coboit NpaBo M3MeHATb N6yt HbOPMaLMIO B 3TOM pyKoBoacTee 6e3
npefBapuTe/IbHOTO YBEAOMIEHUA. B cBA3M C OOGHOBNEHMEM BepcuM YCTPOWCTBA WU
HOPMaTMBHbIX TpebOoBaHWA COOTBETCTBYIOLWMX PErMOHOB [aHHOe PyKOBOACTBO OyaeT
NepuoaNYECcKU U3MEHATBCA.
OrpaHuyeHue OTBETCTBEHHOCTH
® YCTpOIACTBO, OMMCaHHOE B A@aHHOM PYKOBOACTBE, MPEAOCTaB/AETCA Ha YC/0BMAX «KaK
ecTby. Ecnm aTo He TpebyeTcsa AeiicTBYIOLMM 3aKOHOAATENbCTBOM, JaHHOE PYKOBOACTBO
npefHasHayeHo TONbKO 417 MHGOPMALMOHHBIX Lienield, a Bce yTBEPKAEHUA, CBEAEHUA U
peKomeHJauMn NpescTaBAAIOTCA 3[ecb 6e3 KaKUX-NMBOo ABHbIX UAMU MOAPasyMeBaemMbix
rapaHTMii B OTHOLIEHMM KayecTBa, COOTBETCTBMA YKa3aHHbIM LENAM, OTCYTCTBUA
HapyLUeHWi NpaB TPETbUX CTOPOH 1 BCEro NMpoyero.
® B TOi1 CTeneHun, B KOTOPOI 3TO AOMycKaeTcs AeMCTBYIOWMM 3aKOHOAATENBbCTBOM, 06LUan
OTBETCTBEHHOCTb HalUei KOMMaHWKM 3a Bce MOBPENAEHUA YCTPOICTBA, OMUCAHHOTO B
HaCTOALLEM PYKOBOACTBE, He MpeBbillaeT CYMMy, KOTOPYlO Bbl 3aniaTuiu 3a 370
YCTPOICTBO (33 WCKKOYEHMEM MNPesyCMOTPEHHbIX MPUMEHUMbIM 3aKOHOAATENbCTBOM
C/lyyaes, CBA3AHHbIX C TpaBMamu).
Monb3oBaTenIn HeCyT NOJIHYIO OTBETCTBEHHOCTb U HepyT Ha ceba Bce PUCKK, CBA3aHHbIE C
NOAKNIOUYEHUEM YCTPOICTBA K MHTEPHETY, BK/IIO4AA, NOMUMO NPOYEro, PUCKM CeTeBbIX aTak,
B3/I0Ma CUCTEMbI U 3apakeHua BUPycaMu. Halla KOMMaHUA HaCTOATE/IbHO PeKoMeHayeT
Noab30BaTe/IiM MPUHATL BCE HEOBXOAWMbIE Mepbl ANA YCUAEHWA 3alUTbl CeTw,
YCTPOWACTBA, AaHHbIX W NNYHON MHPOpPMaLMK. KOMNaHWA He HeceT OTBETCTBEHHOCTH,
CBA3AHHOW C 3TUMM PUCKaMM, HO C TOTOBHOCTbIO NPEAOCTaBUT HEOBXOANMYIO NOALEPKKY
Ansa obecneyeHns 6esonacHoOCTU.
® B TOi1 cTeneHu, B KOTOPOW 3TO He 3anpeLleHo AeiCTBYIOWMM 3aKOHOAaTeIbCTBOM, Halla
KOMNaHWA, ee COTPYAHMKM, JIMLEH3MApbl, AOYEPHWE KOMMNaHUM U GuANanbl He HecyT
OTBETCTBEHHOCTM 3a MOCNAEACTBUA UCMO/Ib30BaHUA UAM HEBO3MOXHOCTU MCMO/b30BaHMUA
NPOAYKTa UAM YTy, BKAIOYAA, MOMUMO MPOYEro, yryLieHHYI0 Bbirogy 1 ilobble apyrie
KomMmepueckue yEbITKM, NOTePI0 AaHHbIX, PACXOAb! HA NMOKYMKY 3aMEHAIOLLMX TOBApPOB UK
YCNyr; maTepuanbHblit ylwepb, TpaBMupoBaHue, nepepbiBbl B paboTe, NoTepto Aen0BoM
uHopmaLmmn, a Takxe Niobble cneuuanbHble, MPAMblE, KOCBEHHble, CayvaiiHble,
nobouHble, MaTepuasbHble, CTPaxoBble, LWITpPapHble M BCMOMOraTesbHble Y6bITKM,
He3aBUCMMO OT WX MPUYUH U IOPUAMYECKOM KBanUdUKauuu npeTeHsuid, byab TO
HapylleHne YC/I0BUIA KOHTPaKTa, NpaBoHapylleHne, HenpeaymbilNeHHOe NpUYUHeHne
Bpefa (BKkNtouas HEBPEKHOCTb M Mpoyee), a TaKKe APYrue NPUUUHbI, He CBA3aHHbIE C
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MCMO/Mb30BaHMEM AAHHOMO MPOAYKTA, AaXe eCNu Halei KomnaHuu 6bi1o U3BECTHO O
BO3MOXHOCTW TaKoro yuepba (Kpome c/iyyaes, KOrga 310 MOXeT TpebosaTbes
NPUMEHWMbIM  3aKOHOAATENLCTBOM B CBA3M  C  TPaBMamu, CAy4aiHbIM - WM
[OMNONHUTE/bHBIM yLep6om).

CeTeBan 6e3onacHoCTb

PekomeHAyeTcA NPUHATL BCe HEO6X0AMMbIE MEPbI ANA NOBbLILWEHNA YPOBHA CETeBOM

6e30nacHOCTH BaLero ycTpoicTea.

HuKe nepeuncneHbl Heobxoaumble mepbl Ana obecneyeHus ceTeBoit 6esonacHOCTU

ycTpoiicTBa.
©® M3meHuTe Napo/ib N0 YMO/HaHMIO Ha 601ee HafeXHbIN: HaCTOATE/IbHO PeKOMeHayeTcs

M3MEHUTb Maposib MO YMONHAHUIO NOC/e NepBOro BXOAa B CUCTEMY Ha HOBbI HaZ@XHbIi

naposib, CoepPXalyuil He MeHee 9 CMMBO/IOB BCeX TPeX KaTeropuit: uuopbl, Byksbl u

creumanbHble 3Haku.

PerynfipHo 06HOBAAITE MPOLIMBKY: PEKOMEHAYETCA PeryispHo o6HOBAATb MPOLUMBKY

ycTpoiicTBa A0 nocnesHel BEpCUM ANA NOAAEPXKKM HOBbIX GYHKLMIA U NOBbILIEHUA YPOBHA

6esonacHocTh. [lnA NonyyeHUs NociefHelt BepCUM MPOLIMBKM NoceTuTe opuLManbHblit

Be6-CalfT Halel KOMNaHWM UK 06paTUTECh K MECTHOMY NPOAABLLY.

® [InA noBbilleHUA ceTeBOi 6e3omacHOCTM YCTPOICTBA cnefyiiTe NPUBEAEHHBIM HUXKe
peKomeHAALUAM.

©® PerynapHo MeHsiiTe Naposib: MeHAKTe Naponb YCTPOWCTBA Ha perynapHoil ocHoBe
XpaHuTe ero B 6e3omacHOM MecTe. YAOCTOBEpbTECh, YTO TO/NBLKO aBTOPU30BAHHbIN
N0/Ib30BaTe/Ib MOMKET MONYYUTb JOCTYN K YCTPOMCTBY.

©® Bkatounte HTTPS/SSL: ncnonb3yiite SSL-ceptudukat ans wudposarHus HTTP-coobLueHuit

1 obecrneyeHns 3almnTbl JaHHbIX.

Bkntounte punbrpaumio IP-agpecos: paspelunTe JOCTYN TONBKO C YKasaHHbIX IP-agpecos.

WUcnonb3yiiTe  MMHMManbHOE  YUC/IO  COMOCTaB/AEMbIX  MOPTOB:  HacTpouTe

MaplipyT3aTop Win 6paHamayap Takum o6pasom, YTOGbI OTKpbIBaTb MWUHUMAa/bHbIN

Habop NopToB A1A 06asbHON CETU U COXPaHATL TOSIbKO HEeOBX0AMMbIe CONOCTaBIeHUA

noptoB. HuKorga He KOHQUrypupyiiTe yCTpOWCTBO B KauecTBe Xocta DMZ u He

HacTpauBsaiiTe NoAHbIN KOHyC NAT.

OTKkAtounTe GYHKLMM aBTOMATUYECKOTO BXOAA M COXPAHEHWA MapoasA: ec/in K Ballemy

KOMMbIOTEPY MMEIOT JOCTYM HECKO/IbKO Mo/b3oBaTeNell, PeKOMEHAYETCA OTK/IIOUUTb 3TU

bYHKLMM, 4TOBbI NPeAoTBPaTUTL HECAaHKLIMOHMPOBAHHbII JOCTYN.

©® /iMA nonb3oBaTeNs M Naponb AO/MKHbI 6biTb YHUKANAbHbIMU: He MCMONb3yiTe MmMA

nonb3oBaTeNA U Napo/b Ballell COUManbHON ceTu, 6aHKa, y4eTHOW 3anucu 3NeKTPOHHON

NOYThI U T. [l. B KAYECTBE UMEHM M0/Ib30BaTe/IA U NapoiA A1A BaLLero ycTpoiicTaa. B cayyae

yTeukM MHPOPMaLMK 13 BalLel COLMaNbHOM ceTu, 6aHKa UK 3NEKTPOHHOI NOYThbI Balle

YCTPOMCTBO OKaeTcA Nog, yrpo3oil.

OrpaHuybTe NpaBa Nosb3oBaTeNeil: ec/in K Balleil cucTeme MMeIoT 0CTyN HEeCKObKO

nonb3oBaTesieil, PeKOMEHyeTCA NPejoCTaBUTb KaXAOMy N0Nb30BaTeNIO TONIbKO Te NpaBa,

KOTOpble ABNAKOTCA HeOﬁXO,D,VIMbIMVI.

® Otkntounte UPnP: korga dyHKumAa UPnP BK/OYEHa, MaplipyTU3aTop aBTOMAaTUYECKM
COMOCTaBNAET BHYTPEHHWE MOPTbI, @ CUCTEMa aBTOMATUYECKM MepeHanpaBiAeT AaHHble
NOpTOB, YTO MPUBOAWT K PUCKY YTEUYKM [JaHHbIX. Takum o6pasom, pekomeHzyeTca

15



oTKAUKUTL UPNP, ecnun pexum conoctasieHns noptos HTTP 1 TCP 6bin BKKOYEH BPyUHYIO
Ha mMapLupyTu3aTtope.
MHoroaapecHblii: MHOroafpecHblit PeXum npefHasHavyeH A1A nepefayn BUAEO Ha
HECKO/IbKO YCTPOWACTB. EC/i Bbl HE UCMO/b3yeTe 3TOT PeXUM, PEKOMEHAYETCA OTKNIOUYUTD
MHOroaZipecHy'o nepesajy B CBOei ceTy.
MpoBepKa KypHaNOB: perynapHO NPOBepAiTe ypHanbl Ballero YCTPOWCTBA, YTOGbI
06HapYKUTb HECAHKLIMOHUPOBAHHbIN AOCTYN UAN NOA03PUTE/IbHBIE ONepaLum.
WUsonupyiite ceTb BMAEOHAbNIOAEHUA: U30ONALMA CETU BUAEOHABNIOAEHUA OT ApYyrux
CepBUCHbIX CeTeil MomoraeT NpefoOTBPaTUTb HECAHKLMOHMPOBAHHbIM  JOCTYNn K
YCTPOWCTBaM cUCTeMbl 6@30MaCHOCTU U3 APYTUX CeTeil.
©® dusnyeckan 3alUTa: XpaHUTE YCTPOMCTBO B 3aKPLITOM MOMELLEHUM AW WKady, YToObI
npefoTBPaTUTL HECaHKLIMOHMPOBAaHHbI GU3NYECKUI JOCTyr.
® SNMP: oTkntounte SNMP, ecnu Bbl He UcNosib3yeTe 3TOT NPOTOKoA. Ecam Bbl cnonb3yeTte
ero, pekomeHayetcs BbibpaTb Bepcuio SNMPv3.
NoapobHee
Bbl TaKkKe MoKeTe NoMy4YnTb JONONHUTENBHYIO MHPOPMaLUumto o 6esonacHocTy B LieHTpe
pearnpoBaHua Ha yrpo3bl 6€30nacHOCTM Ha Hawem odULMaNbHOM caiTe.
MNpeaynpekaeHna o mepax 6esonacHocTn
YCTPOWCTBO AO/IKHO  YCTaHaBAMBATLCA U OBCAYKMBATLCA  KBaAUOULMPOBAHHLIM
CNeLnanncTom ¢ HeobXoAMMbIMU 3HaHMAMM B 06nacTu cuctem BesonacHocTU. YTobbl
n3bexatb TpaBM W/MAM NOTepU WMMyLLECTBA, Nepes, HayanomM MCMOAb30BaHWA
YCTPOWCTBA BHMMATENbHO MNPOYMUTAKTE 3TO PYKOBOACTBO M ybeautecb, 4TO BCe
npumeHumble TpeboBaHUA cobNtOAEHDI.
XpaHeHue, TPaHCNOPTUPOBKA U MCNO/Ib30BaHMe
©® XpaHuTe M UCNONb3yiTe YCTPOWCTBO B Haj/ieXalleil cpese, KOTOpas oTBeyaeT BCeM
HeobxoAnMbIM TpeboBaHMAM, BKNIOUAA, TEMMNEPATYPY, BNAXKHOCTb, YPOBHMU 3ambl1eHHOCTH,
KOHLEHTPaLWK eKNX 1a30B, 3/IEKTPOMArHUTHOTO U3Nly4eHUe U T. 4.
® Y6eauTecb, UTO YCTPOMCTBO HAAEKHO YCTAHOB/EHO M PasMelleHO Ha MJIOCKOW
NOBEPXHOCTH, YTOObI NPeOTBPaTUTL €ro NajeHune.
® Ecnv He yKa3aHO MHOE, He YCTaHaB/IMBaiiTe yCTPOICTBA ApYr Ha Apyre.
® ObecneybTe XOPOLLYIO BEHTUAALMIO B paboueit cpege. He 3aKpbiBaiiTe BEHTUNALMOHHbIE
oTBepcTUA ycTpoicTea. OcTaBbTe 4OCTaTOYHO CBOGOAHOMO MecTa /1A BEHTUAALMUN.
©® He fonycKaiiTe BO3AEMCTBUA HA YCTPOMCTBO NtOBbIX KUAKOCTEN.
® Y6eautecb, YTO WUCTOYHWMK NWUTaHMA obecneuynBaeT cTabunbHOe  HamnpsXeHue,
cooTBeTcTBylOlWEee TpebOoBaHMAM K MWUTaHWUIO YCTpoiicTBa. Y6eauTech, UTO BbIXogHas
MOLLHOCTb 6710Ka NUTaHMA npeBbilwaeT OO6LLYI0 MaKCUMa/ibHYl MOLLHOCTb BCEX
NOAK/IOUEHHbIX YCTPOMCTB.
® Y6eauTech, 4TO YCTPOMCTBO YCTAHOB/EHO Haj/iexallum obpasom nepes, nogKao4eHnem
€ro K UCTOYHUKY NUTAHUA.
® He ypanainte naomby c Kopnyca ycTpoictBa 6e3 npeaBapUTENbHOM KOHCYAbTauuu C
HalWKUMK cneuyuanmucTamu. He nbiTaiiTecb CamMOCTOATENbHO NPOBOAMTL TEXHUYECKoe
obcnyxkuBaHue ycTpoiictea. [na  BbinoNHeHMA TexobcnyxueaHua obpatutech K
KBa/IMOULMPOBAHHOMY CreLMaInCTY.
® [epes, nepemelleHNEM YCTPOCTBA BCETAa OTK/IIOYATE ero OT UCTOYHMKA NMUTaHWA.
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® [epes UCNONb30BaHUEM YCTPOICTBA Ha OTKPLITOM BO3AyXe MPUMMUTE COOTBETCTBYHOLLME

Mepbl M0 ero repmeTUsaLuu.
Tpe6oBaHUA K NUTaHUIO

® YcTaHaBAMBaTb M WCMO/b30BaTb YCTPOMCTBO HEOBXOAMMO B CTPOTOM COOTBETCTBUM C
MECTHbIMW NpaBUamMM TEXHUKM Ge3onacHoCTy.

® B kauecTBe afantepa ncnonbayite UL-cepTUdULMPOBAHHDIA MCTOYHUK NUTAHWA, KOTOPbI
COOTBETCTBYET Tpe6oBaHUAM LPS (MCTOUHMK NUTaHWA OrPaHUYEHHOM MOLLHOCTH).

® /icnonb3yiiTe PEKOMEHAYeMbl LWHYP MUTaHWA B COOTBETCTBMM C YKasaHHbIMU
XapaKTepucTMKamu.

® Vicnonb3yitTe TONbKO NpuUaaraemblil K Ballemy yCTpoicTBy agantep nuUTaHuA.

® cnonb3yiTe po3eTKy C 3aLMUTHLIM 3a3eMIEHUEM.

® 333eMuTe YCTPOICTBO Hagnexalmm 06pasom, eciv OHO JONKHO 6bITb 3a3emIeHo.

AupekTusa EC no HU3KOBO/NIbLTHOMY 060pyA0BaHUIO/3NEKTPOMArHUTHOMN
COBMECTUMOCTH

[aHHoe wu3genve cooTBeTcTBYeT TpebosaHuam [upektusbl EC
c € 2014/35/EU no Hu3KoBonbTHOMY obopyaoBaHuio U [upekTtusbl EC
2014/30/EU no 31eKTpOMarHuTHOM COBMECTUMOCTU.

AvpektuBa WEEE 2012/19/EU no yTUAM3auuMM OTXOAOB 3/NEKTPUYECKOTO WU
3/1eKTPOHHOTo 060pyA0BaHUA

M3genve, onucaHHOe B HACTOALWlEM  PYKOBOACTBE, OTBEYaeT
ﬁ nonoxeHnam [lupektussbl EC no yTuamnsaumm oTXoA0B 3/1€KTPUYECKOTO U
- 371eKTPOHHOro obopyaosaHua (WEEE) M [OMKHO yTUAM3MPOBATHCA
COOTBETCTBYHOLLMM 06pasom.
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